ABSTRACT As a general approach to gain electronic trust in business-to-consumer e-commerce, the customers select valid brands based on the authenticity of the Web and regulatory mechanisms in order to facilitate purchase decision process. This approach is not suitable for purchase from small companies without brands active in e-commerce. To purchase from these companies, we should follow other e-trust approaches. One of the approaches applied in information literate is to refer to valid ranking sites like Alexa rank. Here, we have evaluated the correlation between Alexa rank and the formal measures of trust in electronic space, and have suggested a new method for the e-trust that is based on an electronic reputation built on the existing ranking results given by the ranking sites. To this end, we selected 100 store Websites based on regulatory lists, and the formal criteria of trust for them were measured along with the correlation of these criteria with Alexa rank.
I. INTRODUCTION
The increasing volume of online trade necessitates calculating trust. Unlike face-to-face trades, electronic trades suffer from lack of common notions of trust. This leads to various types of frauds in this field. In face-to-face trades, the customer can physically evaluate any object, and also have a complete profile about the selected store. In customerbusiness trade, as the customer has no access to the physical location of the business, he cannot be sure that such business really exists. In different environments, it is attempted to establish some regulatory procedures to avoid fraud. For example, in Iran, the sign of e-trust affiliated to the Ministry of Industry, Mine, and Trade is used to establish the e-trust in a website. This sign of e-trust is granted to a business after the location of the store is verified, the security standards for the target website are surveyed along with the judicial records of the business owner, and the purchase and commodity return procedures are evaluated. This process has some drawbacks like:
• Some of the companies that receive the e-trust sign provide services to smaller companies that do not have the sign, taking the risk of fraud; these big companies allow small businesses to use their payment services, and in return, receive a part of the transaction price.
• In an open global space, non-local businesses cannot be forced to observe the local regulatory rules.
• Such an approach of establishing the e-trust only takes care of the fraud involved in the business; however, the dissatisfaction is mostly due to the difference between the customer expectation and the purchased products. In other words, after confidence in non-fraudulence of the business, the main step to an electronic purchase is the assurance about the quality of the product. Therefore, in general, only very famous brands can enjoy success in electronic trades. Therefore, mechanisms like the e-trust sign in Iran cannot create appropriate conditions for all businesses. To put it another way, the competition resulted from the significant fame of big brands in the market imposes big challenges to small businesses. The main advantage of the internet is the unlimited access to information, which can create an equal chance for all businesses, though the lack of trust in small businesses still makes it difficult to create an equalopportunity competition. In addition to business-to-consumer (B2C) interactions, there are business-to-business (B2B) interactions which are totally mechanized-the software is integrated to do all financial exchanges. Therefore, the reliability measurement needs to be fully mechanized. Aiming to consider the first set of trades, the present study measures the correlation between reputation and trust metrics.
The investigations [2] , [3] based on resources, online field studies in business space, and the information extracted from expert interviews indicate that reliability in electronic trade is a basic challenge, as sometimes this leads to the lack of interest of citizens in e-purchase. In recent decades, various studies have been performed to increase trust in an online environment, but still, e-commerce has not gained as widespread use of online social networks have gained.
The present study is aimed at taking a further step forward into establishing online trust through making use of the ranking results obtained from ranking websites like Alexa that measures the relative reputation of a website. Every business can attract some customers by mechanisms like public advertisements, telephone-based advertisements, etc. The intuition behind this paper is that after a business reaches a minimum level of reputation, and shows its robustness, it should have an equal chance of attracting customers in electronic trades.
II. THE LITERATURE REVIEW, THE CONCEPTUAL MODEL, AND THE THEORETICAL BASICS OF MEASURING e-TRUST
We here review various measures [7] - [14] that have so far been proposed to measure trust. These measures are mostly based on opinions of users about different sites; that is, the trust of a user in a website is measured by the view of other users on that website. Various considerations [1] - [3] including local view are used to measure the trust. In general, we can consider the following view given in Fig. 1 for trust calculation models.
To achieve neighbors, we can make this division based on the interest of users; that is, the users that have similar interests are considered as neighbors. To avoid attacks in these systems, we can use the combination of similarity of interests and the trust of a user in another user [1] - [3] . In other words, each user determines a degree of trust for another user that is applied to compute the neighbors of the same user.
After the selection of neighbors, we deal with the aggregation; we need to select a good aggregation function. One of the most common aggregation functions is Resnick aggregation function [4] r Resnik 
wherer is the predicted rating, and r is the actual rating to an entity. Also,r is the average previous rating of the user given to different entities. W(u,v) is the view of user u on v.
In the final step, we should make interpretation for the calculated values of the trust of a user in different entities.
In most cases, the values are not used directly and should be interpreted. This function is implemented iteratively-in different methods, these calculations are iteratively continued until all trust values are converged. Advogato, one of the first methods, determines the parameter of the importance of users to each other's views. In other words, this method determines a reliable value for each user. To achieve this value, the graph of users relations is first made. Then, an initial set of trustworthy users rates the rest of the users on the basis of the shortest path to one of the members of the initial set. For those users having equal distance to the initial set, the output degree in the graph can also affect the trust metrics.
Another method is the Appleseed [6] which determines the set of the closest neighbors for each user. Like Advogato method, at first, the graph of users' trusts in each other is made. Then, at each step, one of the users is considered as the source node, and the initial energy propagates in the graph on the basis of the trust weights of the users in each other. The calculated energy value for each user in each step is equal to the trust of the source user in that user. We can write the calculation formula as
where eng s (v, u) is the propagated energy from user v to u while users are selected as the source user. The TidalTrust [7] is another method which takes all the paths into account for each two users like u and v. For each path, the lowest weight of the edges is found; then, the highest value of the lowest weights of all the paths for each user is labelled as S maxmin that is the highest lowest edge weight for a given user. Only the paths whose lowest edge weights are not less than S maxmin are taken into account in the calculation of the trust.
Let T s be all users s with the above conditions, and Trust Explisit (s, v) be the explicit trust between s and v. Then, VOLUME 5, 2017 the trust is computed from this method as:
Similar to the TidalTrust, the SUNNY method [8] works as follows. At first, with the use of the Bayesian network, the initial value of the trust between a source node S and a destination node B is computed under the condition that all the neighbors of B are unknown. Then the status of each of its neighbors is changed into 'include', and the confidence is calculated again by a Bayesian network. If the resulting confidence bounds are too different from the previous confidence bounds, then the status of the node is changed into 'exclude'. Finally, only the neighbors of B that do not considerably change the original confidence bounds are selected. This procedure is continued until the conditions of all nodes are defined. Finally, taking all the neighbors into account, we can define the trust in entities. The MoleTrust [9] uses the breadth-first search which considers all the rates up to the maximum depth. In this method, only the edges whose source node has an extremely low computed trust are taken into consideration.
Though mostly similar to the ModelTrust method, the TaRS method [10] takes also the similarity of the interest of users into account to compute the trust between two users. Moreover, [11] defines two types of trust; the item-level trust which assumes that each item has a set of trust recommendations that are divided into correct and incorrect, and the trust is computed as:
The second type of trust defined in [11] is the profile-level trust; here, the ratio of correct and incorrect predictions for each user is independent of the items. The values of these two trusts and the similarity of the item with the interest of users are altogether taken into account, which has yielded good results. Reference [12] has presented a method that the trust in the topic has also been computed next to the trust in the item. In other words, under the assumption that different meaning fields exist, and that each item belongs to one or two topic ranges, a trust metric is assigned to each meaning field. This metric is computed for each meaning as :
where the trust in the item is based upon the following term
wherer(u, i, v) is the trust of u in i estimated by v. The S represents the rating scale. The TrustWalker is a method similar to the Appleseed [3] . This method like others builds the graph of users and measures the trust metric through a random walk on the graph. If there is an edge between users like u and v in the graph, the trust of u in v is as:
where out(u) is the set of the direct friends of given user u. In this approach, to predict the rating given by user u to item i, the direct ranking, if available, is used; otherwise, the ranking given by the direct neighbors is used; if neither the user nor his friends rank the item, the method is continued to involve the user's friends. A user is selected as a friend on the basis of the similarity of the items rated by the user with the given item. Also, this method takes the importance of the size of the set of common users into consideration. The similarity between the two items is calculated as:
where CU i,j is the number of users who have rated both items i and j; similarity(i, j) PCC is the similarity between the two items, and is based on Pearson Correlation Coefficient. According to the Mwalker method [2] , if user u does not rate item i, the top K most trustworthy users will be included in the candidate set. If the neighbors rated item i, then they return it directly. Otherwise, the user returns his/her rating of item j that is the most similar item to i. This algorithm continues for all the users in the neighborhood till a predefined depth. The trust between two users is computed as:
In the SimTrust model, it is assumed that for each item i and user u, there is a description text of u about i-a text with which u describes i [13] . Thus, the key set in each text is extracted by the tf-idf, and the trust between two users is computed as :
where w denotes the set of all descriptions of users like u and v about different items. n k uv is the number of explanations with word k presented for a common item, and n k v is the number of explanations of user v with word k.
In the Merge method, if the user u directly rated item i, its rating for i will be used [1] . Otherwise, the aggregation of ratings of its direct friends will be used. Based on the trust between two users, these views are linearly aggregated, and the trust is then calculated as:
In the RN method [14] , it has been shown that we cannot find a relationship between the similarity of two users and the similarity of the items rated by the two users. We should use both of these parameters in trust propagation-only one of them, as an example of both, cannot produce good results.
In this method, all the neighborhood edges in which the similarity of two users is lower than the limit are removed, and the calculated trust is multiplied by the coefficient of (d − n + 1)/d where d is the maximum propagation distance, and n is the distance of the source user from the destination user.
In the AgeTrust method [15] , it has been shown that older friends are more reliable than new friends. Therefore, this method formulates the trust between two users like u and v as the following :
where P is the ranking of v among the friends of u who have been ranked in order of the age of their friendship with u; n is the number of the direct friends of u, and n is the initial trust in a new friend. In this section, we have reviewed different methods of trust calculation. These methods are based on the assumption that a set of users are related with each other, having different views about different items. To measure the trust of a user in an item without any view given on the item, methods of trust propagation are applied. This study is aimed at evaluating the correlation of reputation of a website with trust metrics. As the reviewed criteria are based on direct views of users, the views are seemingly affected by the reputation. There are two realworld limitations of trust metrics to be mentioned herei) the sparseness of the rating matrix due to the tendency of users to only rate few of available items, and ii) the presence of the so-called cold-start users who only provide few or even no ratings at all. Therefore, in reality, there is usually a small amount of information initially available about users and items; consequently, the aforementioned methods give an approximate value of trust in an item. Under such conditions, the evaluation of the correlation of the estimated values with reputation and its correction can be of great importance. That is, it should be evaluated how reputation can representatively reflect the level of trust. The reputation criterion of websites is based on their visit frequency, and Alexa rating is a good tool for measuring this criterion.
Later, the correlation test is explained. In the following section, the sets of the learning data and the test data are built.
III. THE PREPARATION OF THE TEST
This section is devoted to the evaluation of the correlation between trust and reputation, and to the creation of the necessary conditions of the test. To this end, the following steps are taken: 1) the selection of target websites, 2) the selection of reference people for rating, 3) the establishment of relationship between people, 4) the creation of the conditions of item rating that are similar to the real-world conditions, 5) the selection of the correlation criterion, and 6) the selection of the trust prediction method. In the first step, it is required to create a set of websites as the items in which the trust is computed. In view of the goal of the present study which is the evaluation of the correlation between the reputation rate and trust, it seems reasonable that the target websites should not have high reputation; that is, these websites should not be recognized as a source in e-commerce, because the reputation of and trust in such websites are highly correlated with each other. Thus, from all the websites registered in the e-trust website, we have randomly chosen 100 websites with their Alexa ranking between 10000 to 100000, some of which have been given here as examples. Moreover, we have chosen 100 rating experts who are fully aware of internet and e-commerce, and have made at least 10 e-purchases, and can, therefore, evaluate the trust in a website. They are asked to present a CV, and their communication is established based on the similarity of their interests. The similarity is determined by the cosine distance of the CV vectors of individuals normalized by the tfidf.
To create conditions similar to the real-world conditions, we used the standard data set with the same features. In Epinion, the standard dataset published by Stanford University [16] , the average output degree of each node is log 2 |v| where v is the set of the nodes of the graph which is connected and has the diameter of log 2 |v|. We have tried to make use of the features of Epinion graph in our used datasets as much as possible. The users were asked to define their rate of trust in other users and websites. Then, a graph with the above features is extracted and is tested as the training data set, and the rest of the original graph is used as the reference of the test.
The criteria used in the questionnaire for determining the trust are classified into three types including i) those with the answer values ranging from 0 to 5, ii) those with yes or no answers, and iii) those with the answer values between 0 and 20. These three types of criteria asked in the questionnaire are as follows.
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The criteria with answers valued between 0 and 5 include: 1. the validity and response of telephone numbers registered on the website, 2. the evaluation of the validity of e-mails on the web site, 3. the response of contact forms with the website, 4. the completeness of the information on the features of the website, 5. the exact map of the website and any guidance about the purchase method, 6. any advertisement in reliable internet websites, 7. complete features about each product, 8. comparison of products with each other, 9. a variety of products in each classification, 10. a complete explanation of all purchase costs via the relevant website, 11. a complete explanation of how the purchased products can be returned, 12. an accurate follow-up of the status of the order, 13. the validity of the websites providing links to the website under question, 14. a correct classification of the products, 15. and whether changes in the website are thoroughly explained. The second type of questions (with yes or no answers):
1. the evaluation of the identity of account owners, and consistency with the owners of the store, 2. the evaluation of the identity and contact numbers as the owner of internet address, 3. the present invoice and pre-invoice, 4. the after-sale and support services, 5. the use of safe communication protocols. The third type of trust evaluation criteria is the question with its answer valued between 0 and 20:
1. what your trust in the evaluated website is, taking the previous feedbacks into account. This questionnaire includes different aspects of trust from the user's point of view; only the last question is related to the reputation, and the other questions focus on qualitative aspects of trust, not concerning the reputation; these questions were used for determining the features of trust. For a given user, who was an interviewee we had chosen, the value of the trust from the user's point of view, which was estimated from the user-completed questionnaire, was put into the trust metrics. This value of trust was then considered along with the opinions of other users, who are the friends of the interviewed user, to improve the trust value of the user, and to reduce the difference between the desired value and the real value of the trust.
After normalizing the values of all the questions, the sum of the normalized values has been used as the value of the trust of the user in a given website. Then, the trust in the website is computed with the use of one of the methods explained in the previous section; then, the correlation of the calculated trust with the reputation is obtained. Later, we will explain the function selected for calculating the trust.
Copula functions [17] Another important feature of Copula functions is that they can identify the dependence of occurrence or non-occurrence of random variables; that is, if two random variables have similar events, they are identified as two dependent variables. Even similar non-occurrences can be an indicative of the similarity of two variables. Various general copula functions have so far been presented [17] ; here, we have used a Gaussian function that can be generally written as
where θ is an input parameter. This function allows us to calculate the correlation as follows
The method we used to determine the trust is the MoleTrust which we selected on the basis of the problem conditions and the corresponding capability of the MoleTrust method which can deal with sparse data; and based on the trust propagation stage, this method can solve the sparseness problem; moreover, since this method does not use metadata sets, it can fulfil the conditions of the test.
IV. EVALUATION OF THE CORRELATION BETWEEN THE REPUTATION (REPUTATION RANK) AND TRUST
This section evaluates the correlation of reputation with trust. We first need to normalize the calculated reputation and trust.
The reputation values, which are the rates of reputation, have an inverse trend in Alexa. The higher the reputation, the smaller the reputation rate in Alexa or any other rating website will be. Thus, based on the zero-average of the normal values, we can make these values similar to the reputation values through multiplying the rate values by −1. These values have been given in Fig. 2 . Fig. 3 shows the Alexa ranks of the websites. The figure reveals the correlation between the trust and the reputation. To make sure that there is a correlation, a Gaussian function has been compared to it. To this end, the scale of the values was first changed, and then the Copula function was applied on the probable values with the range of 0-1. After making these changes, the correlation has been calculated as 0.9123, which indicates that the trust is highly correlated with the reputation.
V. CONCLUSION
This paper evaluates the correlation of reputation-the reputation rate-with the validity criteria. To this end, a set of questions were designed, and then 100 experts were surveyed about the questionnaire; then, based on the results of the survey, 100 randomly chosen websites were rated. The interviewees were connected based on the similarities of their CVs, which then formed a graph. Finally, by the MoleTrust method, the final trust values for each website were calculated. The Copula function was used to calculate the correlation.
Our findings indicate that the trust in the websites having acceptable values of reputation is highly correlated with their reputation. Therefore, people can trust in the reputation of e-commerce websites, and make e-purchase from them. The reputation criterion may also be criticized; even the reputation can be high regardless of a low value of trust on a website; however, the reputation criterion can generally be viewed as a reliable measure.
Based on the general correlation between the reputation and trust, the reputation criterion can be used as a measure for evaluating the significance of a given trust criterion; that is, the correlation between a trust criterion to be measured via a questionnaire and the reputation gave infamous ranking websites can be an indicative of the appropriateness of that given trust criterion; this way, the weight of the relevant criterion in trust measurement can be determined.
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